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Abstract 
The Occidental Societies are becoming increasingly vulnerable to cybernetic attacks 
due to their heavy reliance on computer and electronic systems and network fraud. 

Additionally, the Internet is an easily accessible medium through which any individual, 
while maintaining their anonymity, can perform a difficult act of linking virtually 

undetectable and difficult to smuggle, let alone achieve high-impact, striking directly 
and surprising the adversary. Therefore, the network is becoming “that ideal place” for 

delinquents and terrorists to carry out their official actions and activities. Although they 
have taken their battle to cyberspace, so have states beginning to employ this means to 

attack their enemies. Hence, cybercrime, cyber terrorism, and cyber warfare have 
become three major threats that seem to haunt Western societies. Therefore, in this 

article, we discussed the use of the network, terrorists, criminals, and the security of 
states, and the measures taken to avoid these attacks and activities crime as far as 

possible. 
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Introduction 

Information and Communication Technology (ICT) is generating an unprecedented 

revolution since cyberspace is becoming a meeting point for millions of people, 

thanks to its flexibility in use and a large amount of information that is being made 

available to netizens. Undoubtedly, this contributes to the fact that the network is 

reaching an enormous repercussion, to the point that there are already many who 

dare to affirm that its appearance has marked a before and after in the era of 

information and communication. What’s more, today, everything seems to be 

interconnected: security, defense, commercial, energy, health, communication, 

transportation, banking, lighting systems, librarians, etc. [1] in such a way that we 

are facing a hyper connected world, where the network is a crucial element for the 

most advanced societies, although, in reality, it is for all those who have joined the 

train of the digital age. In any case, we are projecting our work online; But not 

everything is positive since cyberspace also favors the emergence of new problems 

and threats that will have to be faced. So much so that it is becoming more and more 

frequent for news to come to light about some illicit activity that has occurred on the 

Internet. The point is that the true scope of the problem has not yet been assessed. 

Many consider that a cyber-attack is something related to science fiction or reserved 

for action movies. The reality seems to be quite another. Although up to now there 

has been no action that has seriously affected the systems or institutions of any 

country, there is no doubt that we can all be victims to the extent that we carry out 

some usual activity, such as buying goods in supermarkets that set their prices in 

barcodes, that is, electronically, we use telephones with electronic cards, we use the 

Internet, etc., and what is more serious, we may not know it. For this reason, in this 

article, we have decided to analyze what activities criminals and terrorists are 

carrying out in cyberspace to determine if they will pose a new challenge to society 

and what measures are being taken to counteract these new dangers  [2]. 

Related Work 

What is Cybercrime and Cyber terrorism? 

Cybercrime encompasses a variety of economic crimes, including computer fraud, 

theft, counterfeiting, computer hacking, computer espionage, sabotage, computer 

extortion, commercial piracy and other intellectual property crimes, invasion of 

privacy, distribution of illegal and harmful content, incitement to prostitution, and 

other morally reprehensible attitudes, and organized crime. Unlike other types of 

crime, cyber-crime uses cyberspace to carry out its criminal activities. Thus, 

cybercrime can be understood as those criminal activities carried out with the help 

of communication networks and electronic information systems or against such 

networks and systems. 
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By contrast, cyber terrorism is distinct from cybercrime, although some believe the 

two are synonymous. They undoubtedly have a connection, as cyber terrorists 

frequently commit criminal acts on the Internet, but their motivations and desired 

outcomes are quite different. Cyber terrorism is the fusion of cyberspace and 

terrorism, defined as “the way terrorism uses information technologies to 

intimidate, coerce, or harm social groups for political or religious purposes.” Thus, 

evolution occurs due to substituting weapons, bombs, and missiles for a computer 

capable of planning and executing attacks that cause the greatest damage to the 

civilian population [3]. 

Passive use of the Internet by terrorist groups 

There has not yet been a cyber-attack that has caused great damage or human 

losses, that is, none that can induce us to proclaim the start of a cyber-terrorist 

attack, since so far, only traces of visits or attempts to access strategic 

infrastructures, but without major consequences. Computer attacks have been 

limited, in most cases, to collapse the website services of institutions or companies, 

disable communication systems (e.g., Gulf War, 1991), counter-reporting, or stealing 

information (e.g., USA, 2009). As a result, we can say that they have been passive 

network users up to this point [4]. 

The use of the network by terrorist groups 

Terrorist groups mainly use the network to finance themselves, recruit new 

members, train the different cells, communicate, coordinate and carry out actions, 

find information, ideologically indoctrinate, promote their organizations and develop 

a psycho-warfare. The logic against the enemy (Weimann, 2004a) [5]. 

a) Financing 

Terrorist groups are using the network, like other organizations, to finance 

themselves. In it, they have found a new means of raising funds for the cause. For 

this reason, terrorists are using their web pages to solicit donations from their 

supporters. For example, the website of the Irish Republican Army (IRA) contained a 

page where visitors could do donations with their credit cards; Hamas has raised 

money through the website of a Texas-based charity, the Holy Land Foundation for 

Aid; Chechen terrorists have published online the number of bank accounts in which 

their supporters could make their contributions. But they are also using the Internet 

to extort money from financial groups, transfer money, make financial transfers 

through offshore banks, la-var and steal money, use electronic money (cyber cash) 

and smart cards (smart cards), make sales. Fake products, or perpetuate different 

scams through spam emails, etc. [6]. 

b) Psychological warfare 

Cyberspace is being used to conduct what is referred to as “psychological warfare.” 

Numerous examples exist of how they use this uncensored medium to disseminate 

false information, threaten, or distribute images of their attacks. Videos of hostages 
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being tortured, pleaded with, and murdered, such as Americans Nicholas Berg, 

Eugene Armstrong, Jack Hensley, British Kenneth Bigley, Margaret Hassan, or South 

Korean Kim Sun II, have done nothing but reinforce Western societies’ sense of 

helplessness [7]. Thus, the groups can project an internal image of vitality, strength, 

and determination, and their messages have a global reach. Simultaneously, they 

have devoted themselves to disseminating images, texts, and videos about the 

attacks Muslims face in the hope of inciting rebellion and armed struggle, attempting 

to achieve referred to as “delegated frustration,” that is, rebellion against injustice 

suffered by others, but also to boost the morale of the comb. This is intended to 

undermine the US and its allies’ morale and foster a sense of vulnerability in these 

societies [8]. 

c) Recruitment 

The network is used to recruit members, just as some individuals use it for 

advertising their services. To begin, just as “commercial headquarters track visitors 

to their websites to create consumer profiles,” terrorist organizations collect 

information about users who visit their headquarters. Then they contact those who 

appear to be the most enthusiastic about the organization or the most qualified to 

work there”; second because terrorist organizations maintain websites that detail 

how to carry out Jihad. Thirdly, those responsible for recruiting members frequently 

visit Internet cafes and chat rooms searching for young people interested in joining 

the cause. Fourth, the network enables many people to self-identify as terrorists. 

While it is true that the vast majority of recruitment occurs through friendship and 

personal treatment, jihadist circles recognize that the Internet facilitates this work as 

well [9]. 

d) Interconnection and communication 

Furthermore, the Internet is providing them with cheap and efficient means of 

interconnection. Through the network, terrorist leaders can maintain relationships 

with members of the organization or another without physically meeting. So much 

so that messages via email have become the main communication tool between 

factions scattered worldwide. However, it should be mentioned that terrorist groups 

use very different techniques to avoid the interception of their messages, among 

which the stenography should be highlighted.2, encryption3 and the red traffic 

lights4. But they also hang messages on the private corporate server of a 

predetermined company for operatives/receivers to retrieve and then delete the  

Communiqué without leaving any trace; or manipulate electronic pages of private 

companies or international organizations to create attached files with propaganda, 

or hide data or images on websites with pornographic content. Although among all 

the methods they use, the most creative is establishing communications through 

email accounts with user names and shares passwords. Thus, the terrorists 

communicate the keys through drafts, messages, or drafts once the keys have been 
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agreed upon. The form of communication is simple. The sender writes a message in 

that account and does not send it but files it in the draft, and the recipient, which 

may be in another part of the world, opens the message, reads it, and destroys it, 

preventing it from being intercepted. Access to mailboxes is done from public 

Internet cafes, so it is impossible to know who has accessed a specific computer [4, 

5]. 

e) Coordination and execution of actions 

But terrorists not only use the network to communicate but also to coordinate and 

carry out their actions. Coordination is achieved through fluid communication 

through the Internet, and the execution may imply from an attack destructive 

enough to generate a fear comparable to that of physical acts of terrorism or any 

other action that affects the population differently, but that they are just as 

effective, as can be the mass sending of emails or the spread of a virus throughout 

the network. Such is the attraction it presents to terrorists that it has even been said 

that terrorists had a training ground in different countries intended solely for the 

training of operational members in matters of penetration of computer systems and 

cyber warfare techniques [10]. 

f) Source of information and training 

Another role that the Internet plays in terrorism is being an inexhaustible source of 

documentation. The network alone offers nearly a billion pages of information, much 

of it free and of great interest to terrorist groups, since they can learn a variety of 

details about their possible targets (maps, schedules, precise details about its 

operation, photographs, virtual visits, etc.), the creation of weapons and bombs, 

action strategies, etc. 

g) Propaganda and indoctrination 

The Internet significantly expands the window of opportunity for groups to advertise 

as much as they want, as, before the Internet, hopes for publicity for their causes 

and actions were contingent on gaining the media’s attention. Additionally, the fact 

that many terrorists have direct control over the content of their messages creates 

new opportunities for them to shape their own and their adversaries’ perceptions. 

As a result, propaganda from groups labeled as “terrorists” has become widespread  

on the Internet. The Irish Republican Army (IRA), the Colombian National Liberation 

Army (ELN), the Revolutionary Armed Forces of Colombia (Farc), the Shining Path, 

Hezbollah, and even the Ku Klux Klan all have websites on the network. However, in 

addition to official pages, terrorist groups are us ing forums to express their views 

publicly and thus interact with other website visitors [11]. Prominent members of 

terrorist organizations frequently register in these forums, and to avoid the 

inconveniences associated with their official websites’ “instability,” they use these 

platforms to publish new communications and links to new materials. As a result, 

these forums are frequently subject to a variety of “security” measures. For instance, 
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it is common to locate input passwords to avoid overloading them. The network’s 

presence of criminals and criminals Cybercrime is the fraudulent use of the Internet 

to obtain money, block web pages for political purposes, and spread malware, 

among other things. 

Obtain money fraudulently 

Perhaps the most common online scams are mail spoofing and web spoofing. The 

first is a procedure through which it is intended to impersonate a user’s email or 

create supposedly true emails from a domain to send messages as if they were part 

of that identity. For example, it is increasingly common to find in our emails 

messages from banking entities, which have an electronic mail address that We 

usually identify with: name@bbva.es or name@cam.org.In these messages, the 

presumed clients usually receive the following information: “This mes sage was sent 

automatically by our server to verify their email address. To validate your email 

address, please click on the link below”. In this way, they obtain your email address 

and data, but it is also common for mail spoofing to be used as a social engineering 

ploy to request the number of credit cards from certain unsuspecting users who 

think that the origin of the message is supposedly derived from the very company of 

which they are customers [7]. 

Another phenomenon related to this aspect would be cyber squatters, individuals or 

companies that register domains associated with brands, companies, or institutions 

to profit by reselling them to their rightful owner. Another issue is phone calls, a 

fraud between the computer’s modem and the Internet provider. This process is 

usually carried out through a local node so that the telephone rate to pay 

corresponds to a local call. Hence, the fraud inadvertently diverts the call from the 

local node to other, much more expensive commercial prefixes. Another issue is 

cyber sex, one of the most profitable businesses on the Internet since the freedom 

of access and the supposed anonymity contribute to this fact. Sex on the Internet is 

not penalized as long as it complies with all legal requirements. The problem is that 

this becomes illegal when we refer to child pornography or the sale of sex without 

consent through the Internet, or when customers are deceived into believing that  

access to the contents of their pages is free when they are a fee-two for a high-cost 

line [12]. 

Another place frequented by cybercriminals is the sub-bass portals, from which a 

wide assortment of products and services is offered. The problem is that in most 

cases, these products can be fake or, a buyer purchases them, but they are never 

delivered, that is, paying without receiving anything in return. On other occasions, 

the purchase of products is made with fake cards, and then the products are sold at 

very low prices, with which the benefits are very high. This fraud dynamic requires a 

structure capable of obtaining cards for purchases, infrastructure for receiving 

products, and subsequent sales channels for objects originating from fraud; that is, a 
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minimum organizational structure. The sale of pharmaceutical products is another 

permissible space for fraud. In Pakistan, the marketing of drugs is prohibited over 

the Internet; however, it is becoming more and more frequent to go to this medium 

to obtain a series of products that can only be acquired under medical pre-

registration. But cybercriminals are also using the Internet to sell narcotics and 

create real thematic markets on drugs with very diverse information; provide, under 

a price, information on all kinds of illegal activities such as the weaknesses of alarm 

and anti-theft systems, tricks on how to open a car, break into a house, circumvent 

security systems, etc.; offering to enter the systems or computers of companies or 

institutions to steal, manipulate or damage data in exchange for money; steal 

information and then sell it to the highest bidder; create forums dedicated 

exclusively to the purchase/sale of stolen data, such as credit card numbers and 

other elements related to fraud, to mention a few cases [13]. 

i) Block web pages 

It consists of entering the websites of institutions, organizations, companies, or 

governments to paralyze them for a certain time to generate chaos, confusion, and 

uncertainty. Perhaps the best known was the one carried out by Estonia on April 27, 

2007, when the official pages of several Estonian departments, those of the 

Government and those of the ruling Reform Party, were paralyzed by computer 

attacks from abroad. At the same time, the systems of some banks and newspapers 

were blocked for several hours by a series of Distributed Denial of Service (DDoS) 

attacks. A similar event occurred just after Russia pressured Estonia to withdraw 

from the streets of Tallinn, a monument from Soviet times. Hence, the Estonians will 

accuse the Russian Government of being behind these attacks, although the Kremlin 

always denied its involvement in the matter. But also those that occurred during the 

war between Russia and Georgia. They had the consequence that different pages 

government websites were compromised, with continuous denial of service attacks 

distributed against other government pages, resulting in the migration of certain 

sites to posting services in the United States, even a group of pro-Russian cyber  

activists provided help on their official page to empower Internet users with tools to 

perform distributed denial of service attacks, provide a list of Georgian pages 

vulnerable to SQL injection, and publish a list of Georgian politicians’ email addresses 

for targeted attacks and spam5 [11]. 

j) Spread malware 

The amount of malware and the evolution of its infection and propagation 

techniques have increased considerably in recent years. Let’s not forget that when 

we talk about malware, we can refer to a virus, a Trojan horse, a backdoor, spyware, 

or a worm. In addition, other attacks can be derived from malware, such as 

Distributed Denial of Service (DDoS), distribution of spam email, the spread of 

viruses and worms to other networks, phishing sites, expansion of botnets (networks 
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of compromised teams), electronic banking, pharming, and driving fraud, among 

many others (Fuentes, 2008: 4). The solution has been antivirus, but in the face of 

them, hackers develop more and more and more complex viruses, some practically 

undetectable, like rootkits. This has created an endless spiral of action-reaction 

between hackers and software companies [9, 11]. 

k) Launder money 

The typology of mules is very diverse and has undergone a significant evolution. In 

the beginning, the organized gangs were sent to the different countries where they 

operated, gang personnel with various false identities and with each of them and in 

different entities and branches, they opened bank accounts to receive the money of 

their victims. Subsequently, they transferred gang members to mule catchers, 

among natural immigrants from the countries where the head of the organized gang 

was located. The captors were dedicated to offering certain profits to those who 

were willing to collaborate. In addition, they were given the necessary instructions, 

including to face police action, with credible alibis, such as receiving income from 

inheritances from friends of their country, remitted to avoid the fiscal action of your 

Government, or income from marital separations of friends to avoid control of the 

spouse. Mules linked to the world of drugs were willing to offer their accounts for 

the meager earnings that would allow them to acquire new doses of drugs [10]. 

Nowadays, without neglecting these procedures, they have opted for deception. This 

consists of sending emails to many users proposing a financial collaboration for a 

company operating in the country. The earnings will be a percentage based on what 

you receive in your account, and they ensure that you can earn amounts up to € 

3,000 with exclusive dedication. The coverage of the companies is very diverse, and 

many of them credible, such as the case of the marriage agency of women from 

eastern countries, who move to the country of the “mule,” and when they get 

married, the alleged spouse pays services through income to the financial partner or  

mule. Such is the activity of capturing mules through deception techniques, that has 

been created around him networks of criminals specialized in the subject, capable of 

designing deceptions, accompanied by the necessary technological infrastructure, 

such as web pages simulating companies or legal businesses, capable of obtaining 

lists of users who attend, contributing their CVs, to job portals, and capable of 

launching campaigns aimed at these users selected for deception, that the mule 

recruitment function is also beginning to be offered as a service for the world of 

organized crime [7]. In any case, the function of the mule is none other than to 

receive the money from the fraud in your checking account and send it, prior 

communication, via a money transfer company, to a third recipient. Such as web 

pages simulating companies or legal businesses, capable of obtaining lists of users 

who attend, contributing their resumes, to job portals, and capable of launching 

campaigns directed at these users selected for deception, that the function of 
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attracting mules, it is also being offered as a service to the world of organized crime. 

In any case, the function of the mule is none other than to receive the money from 

the fraud in your checking account and send it, prior communication, via a money 

transfer company, to a third recipient. Such as web pages simulating companies or 

legal businesses, capable of obtaining lists of users who attend, contributing their 

resumes, to job portals, and capable of launching campaigns directed at these users 

selected for deception, that the function of attracting mules, it is also being offered 

as a service to the world of organized crime. In any case, the function of the mule is 

none other than to receive the money from the fraud in your checking account and 

send it, prior communication, via a money transfer company, to a third recipient. 

that the function of recruiting mules is also beginning to be offered as a service for 

the world of organized crime. In any case, the function of the mule is none other 

than to receive the money from the fraud in your checking account and send it, prior 

communication, via a money transfer company, to a third recipient. that the function 

of recruiting mules is also beginning to be offered as a service for the world of 

organized crime. In any case, the function of the mule is none other than to receive 

the money from the fraud in your checking account and send it, prior 

communication, via a money transfer company, to a third recipient [10, 12]. 

How to try to reduce the dangers of the network? 

It is proving extremely difficult to find effective solutions to stop all those activities 

related to cyber terrorism and cybercrime. The first solution would be to disconnect 

the computer from the network, although this seems impossible in the face of 

societies that have become more and more hyper connected. The second is to 

identify the vulnerabilities and identify the existing and potential dangers that these 

weaknesses allow. This can only be achieved with cyber intelligence6. The problem 

that arises is that the Internet has no borders and illegal content circulates from one  

country to another in milliseconds; In addition, there is little or no regulation of 

cybercafés, phone booths, public computer rooms, libraries, educational centers, 

popular Internet access machines and others where, anonymously, people can 

connect and carry out illegal activities. The same occurs with free wireless networks 

within reach of computers with connections capable of connecting to those 

networks with the anonymity of no belonging to the authorized group. But these are 

not the only difficulties police officers face when conducting investigations online. 

For example, when potential criminals know that a machine is compromised because 

it is accessible through a connection, they can turn it into a virtual work station to 

navigate through its address without being detected; or when they use the cache 

machines of some communication providers to optimize their performance since 

they guarantee the anonymity of users to commit crimes [13]. 

The problem is that most of the laws aim to protect the improper use of the 

network; some even foresee the creation of specialized bodies that protect the 
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rights of citizens, but little else. However, to avoid these possible legal deficiencies, 

they classify a large number and variety of computer crimes. Now the Convention on 

Cybercrime has contents of diverse nature, such as, for example. These intrusion 

crimes include criminal offenses against the confidentiality, integrity, and availability 

of data and computer systems, patrimonial crimes (falsifications and fraud via the 

Internet such as phishing and pharming) [12]. 

The third possible solution is to provide yourself with means of security, although 

always considering that there is the possibility that they will be violated. The fourth 

solution is to get ahead of any criminal act by controlling information systems such 

as Echelon, Enfopol, Carnivore, and the Dark Web. The first was created in the 1970s 

by the US but was later joined by Great Britain, Canada, Australia, and New Zealand. 

Its initial objective was to control the military and diplomatic communications of the 

Soviet Union and its allies. But at present, it is being used to locate terrorist plots and 

drug trafficking plans, political and diplomatic intelligence. Its operation involves 

locating innumerable electronic interception stations on satellites and other points 

to capture the communications established by radio, satellite, microwaves, mobile 

telephones, and fiber optics. These received signals are then processed by a series of 

supercomputers called “Dictionaries” and have been programmed to search for 

specific patterns in each communication, be they addresses, words, or even 

verifications. This project aims to detect certain words considered “dangerous” for 

the United States’ national security or the countries participating in the project. The 

problem the program is facing is information saturation; for its part, “Enfopol is the 

European version of a communications control system. It is trying to impose its rules 

on all European fixed and mobile telephony operators so that the European secret 

police have full access to their clients’ communications and information on the 

numbers dialed and the numbers from which they can be reached.  

Calls, all without the need for a court order” . In the case of the Internet, “providers 

must provide” a back door “so that they can penetrate freely through private 

systems, “But it is still more demanding for crypto. It is requested that only this type 

of service be allowed as long as it is regulated by a “trusted third party,” which must 

automatically deliver when requested: the complete identification of the user of a 

password, 

The third is a system that has been designed by the Federal Bureau of Investigation 

(FBI) to capture those email messages that are suspected of containing useful 

information for the agency. It is even speculated that it can spy on the user’s hard 

drive who is considered suspicious and, without leaving a trace of its activity. For 

this, a chip is placed in the computers of Internet service providers to control all 

electronic communications that take place through them; so when it finds a 

suspicious word, it reviews all the email data that circulates through that person’s 

computer, tracks the visits they make to web sites and the chat sessions in which 
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they participate. This, together with the control of IP addresses and connecting 

phones, 

The fourth is a project developed by the University of Arizona’s Artificial Intelligence 

Laboratory that employs techniques such as “spiders” and analysis of links, content, 

authorship, opinions, and multimedia to locate, catalog, and analyze extremist 

activity online. The Write print, one of the tools developed in this project, 

automatically extracts thousands of multilingual, structural, and semantic features to 

determine who creates “anonymous” content online *14+. To the extent that you can 

examine a comment posted on an Internet forum and compare it to other writings 

found on the network, and additionally, by analyzing these characteristics, you can 

determine with greater than 95% accuracy if the author has previously produced 

others. As a result,8. However, the Dark Web also employs sophisticated page-

tracking software and thread spiders to discuss search and other content and locate 

hotspots for terrorist activity on the Internet. 

The fifth possible solution is the establishment of government agencies designed to 

combat potential cyber-attacks. In this sense, it should be mentioned that many 

governments are creating Information Security Offices to combat cybercrime, cyber 

terrorism, and cyber war legally. For example, Germany has just created the Federal 

Office for Information Technology Security (BSI), which will become a kind of data 

surveillance center for government agencies; Japan has formed an anti-terrorist 

team made up of some 30 computer specialists and a person in charge of the 

Government Security Office [15]. 

The sixth solution is the proposal made by some American researchers to create 

Internet 2. A separate network from the commercial Internet, linking laboratories 

and universities worldwide and developing systems for transmitting the information 

at large speeds and through fiber optics (Sánchez Medero, 2009)9. But unlike the 

commercial Internet, Internet 2 will be highly regulated, and a Federal 

Communications Commission or the Government itself will accept only “appropriate 

content.” In addition, the guidelines and proposals being made by both the EU and 

the US for data retention will allow absolute regulation of the network (Waston, 

2007). In this way, Internet 2 will not escape government control and, therefore, be 

less permissible for criminal actions [16]. 

How are all these actors preparing to carry out their actions in cyberspace? 

Directed their actions. There is no doubt that all these actors are preparing to 

increase their presence on the Internet since it is a medium that provides them with 

superior advantages over the traditional ones. Thus, more and more criminals are 

becoming familiar with this new technique and are transferring their activities to 

cyberspace. Terrorist groups and cybercriminals are turning to former communist 

ideology countries or countries like Pakistan or India to hire computer experts who 

are seduced by those who can pay for their services at a good price, regardless of the 
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purposes for which they are. At the same time, they are trying to get their members 

to adapt to using the tools of the digital world since their organizations and activities 

are being transferred to a large extent to the network. They all have been endowed 

with a team of people dedicated solely to thinking and finding a way to continue 

perpetuating and carrying out new attacks, newer and more difficult to counter [17].  

Discussion 

In today’s cybercrime era, hackers hacking computers for fun or fame is no longer 

the norm. The rise of the digital economy has changed the criminal landscape. 

Organized crime groups are increasingly focusing on lucrative and risk-free 

cyberspace operations rather than traditional criminal activities. On the other hand, 

new types of criminal networks dedicated solely to e-crime have already emerged. 

Online criminal networks often consist of multi-skilled, multi-faceted criminals. 

These gangs are not structured like traditional gangs. These networks are formed 

“stand-alone” because members rarely meet in person and lack virtual 

communication with other colleagues. In addition to the complex structure, close 

allies only have access to core operations, making it difficult to detect and infiltrate 

organized cybercrime groups. 

The networks may have tens to several thousand members and may be linked. Any 

virtual criminal network is typically run by a small group of skilled online criminals 

who don’t commit crimes but act as entrepreneurs. The network’s top members 

share spamming, infected machine control, and information exchange duties. Due to 

their wealth, some “elite” criminal organizations are closed and do not participate in 

online forums. So they don’t need to outsource or be integrated into other groups. 

It has always been difficult to combat cybercrime due to the sheer number of users, 

the global nature of the Internet, and decentralized architecture. And they will 

continue to be one step ahead of politicians and law enforcement agencies. 

To detect, investigate, and prevent e-crime perpetrated by organized criminal 

groups, cross-sector cooperation is required on a national and international level. 

Combating organized cybercrime requires a thorough understanding and a proactive 

approach. Some countries lack the tools to combat organized cybercrime, whether 

due to technical or legal constraints. Countries must work together to resolve this 

global issue. No country can be secure in the global ICT network alone, which all 

must understand. 

Without a global strategy to combat organized cybercrime, the situation is likely to 

worsen. As ICT networks and opportunities develop, criminal organizations will 

benefit from the full range of tools and models available to legal sectors. Due to the 

availability of information, organized groups can commit fraud and promote and 

automate it. Opportunistic criminals would thus be linked to established crime 

networks. 
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Without a global strategy to combat organized cybercrime, the situation is likely to 

worsen. As ICT networks and opportunities develop, criminal organizations will 

benefit from the full range of tools and models available to legal sectors. Due to the 

availability of information, organized groups can commit fraud and promote and 

automate it. Opportunistic criminals would thus be linked to established crime 

networks. 

Cybercrime has evolved into a sophisticated criminal enterprise with elusive 

syndicates. Organize criminal groups would control certain cybercrime enterprises, 

constantly seeking new technological solutions and new markets to exploit. As a 

result, criminal gangs will likely dominate the cybercrime ecosystem shortly.  

Because the Internet is borderless, the problem of organized cybercrime is truly 

global, as no single country can guarantee security. The issue can only be resolved by 

long-term solutions involving both national and international coordination. 

Conclusions 

Anonymity, rapid information flow, high impact, low risk, low cost, and undetectable 

are all attributes of the Internet that make it ideal for cybercrime and 

cyberterrorism. However, despite notable exceptions such as the UAE, North Korea, 

and China, shutting down or suppressing the Internet is the only truly effective and 

efficient solution. Another option is to identify the flaws and the threats they enable, 

then wait and see what happens. Other solutions proposed here, such as 

communication control systems, agencies, and cyber soldiers, are currently 

ineffective. While they can help detect cybercriminals  and cyberterrorists, they 

cannot control or prevent their network activity. Also, no matter how diligently 

security agencies or state secretariats work, it is impossible to secure computer 

systems completely. 

The Internet is becoming a more important tool for both cybercriminals and 

cyberterrorists. Terrorist groups are relocating their diffuse organizations to 

cyberspace to dilute their influence in an area that appears difficult to counter; they 

are thus using the network to finance themselves, recruit, train, communicate, 

coordinate, and 

However, as we’ve seen, terrorists are passively using the network. But not for 

cybercriminals. In any case, we believe both will increasingly rely on cyberspace to 

perpetuate and execute their plans. According to McAfee’s annual report, a “cyber 

cold war” is brewing. Hence, cybercrime and cyberterrorism are two of the most 

serious threats facing the 21st century. This new threat affects us all, starting with 

routine activities like shopping at supermarkets that use barcodes or electronic 

pricing. For example, we may be victims of computer fraud or man-made regulations 

that raise call costs. Moreover, we may be unaware of victims of an illegal act due to 

technologies right now. As a result, victims include large multinational corporations, 

banks, governments, everyday citizens, consumers, and users. 
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